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TEMPEST Division Staff Notes 12 January 1988
25X1
6. Laboratory TEMPEST test status is as follows:
| . .
| LOCATION TESTS IN PROGRESS REPORTS PENDING
25X1 6 2
4 2
! Internal Laboratory 2 2
| 7. TEMPEST Diyision personnel will attend a workshop on
25X1 Handling of Stress on 12 January.
|
i
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TECHNICAL SURVEILLANCE COUNTERMEASURES DIVISION
WEEKLY ACTIVITIES SUMMARY
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12 January 88
N 1. During t ‘ 4 - 6 January the annual TSCMD - SESD
25X1) Seminar was hel Over 60 OS personnel attended including
\—/ the senior technical representatives from the six DO geographic
regions.
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INFORMATION SYSTEMS SECURITY DIVISION
WEEKLY REPORT

5 — 12 January 1988,

1. On 5 January, a member of Industrial Systems Branch
(ISB) met with a security representative from MITRE

- Corporation, McLean, Virginia, to discuss the preparation of an

AIS Security program plan for their secure PC environment.

2. On 5 January 1988, two members of ISB met with
representatives of a new Agency contractor, the Ellerby
Companv. to discuss the preparation of an AIS Security program.
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4. During this reporting period, members of Administrative
Support and Training Branch (ASTB) presented seven briefings to
70 students on computer security awareness. Classes involved
were WANG AL10, Fundamentals of VM, and Fundamentals of

Personal Computers.[::::::]

. Representatives of Agency and Community Systems Branch
(ACSB) met with an OIT representative to discuss the current
status of, and steps to obtaining ISG approval for activating a
special use intelligence community personal computer network.

6. An ACSB representative accompanied OIT/Engineering
Group representatives to meet with Softswitch, vendors of an
inter-system/inter-vendor (e.g. IBM, DEC, WANG) electronic mail
system, which is being implemented in the[____l__]Center. The
purpose of the meeting was to discuss enhancements to the
product which will permit CIA to implement rudimentarv
electronic "labeling" of Softswitch-resident data.
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11 January 1988

MEMORANDUM FOR: Chief, Physical and Area Security Group
25X1 FROM:

Chief, Physical Security Division

25X1

SURBRJECT: PSD Input to PASG Weekly Report
1. The following represents requested issues which are to
be addressed in PASG weekly report covering 7 - 13 January 1988:
°Significant. Accomplishments:
° On 7 January 1988, 1 OSSR Officer attended a Personal
25X1 Security Course briefing.

° On 12 January 1988, 2 0SSB Officers attended a

meeting at SES to finalize preparations on the spring CATC
25X1 ‘course.

25X1
° On 11 January, AC/DSB and another NDSR Officer met with
an SD/OMS Representative, C/Admin./OTE, and other OTE
Staff to discuss a reconfiguration of the entrances
25X1 of the C of C Bldg.
° On 13 January, AC/DSR attended a meeting of the
Facilities Protection Working Group, a group that deals
4?\ V/ with Physical Security Protection of SCI material on a
ﬁ_ﬂ community wide basis. Because one of the agenda items for
this meeting concerned a piece of technical eguipment,
25X1 ] a representative of TSG, accompanied AC/DS®B
25X1 to the meeting as an observer.
25X1
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® CSB completed 2 surveys of NHR facilities for SCI
accreditation.

° 2 CSBR officers met with [::::::::}FMD, and the Chairman
of ILSP regarding CSB functions in the OHR "Backfill" :

° .CSRBR interviewed 3 annuitants for use as technical
monitors in CSB construction projects.|[ |

Critical Issues:

°® A fourth revision of the D/0OS memo to the DDA concerning
classified conferences at non C.I.A. facilities was sent '
forward. Draft copies of this memo were given to D/OL and
D/OTE for their coordination.

° A MFR concerning VTR sgpecifications in the New

- Headquarters Building was sent from C/PSD to

Chairman/ILSP. This memo will impact, also, on VTR design
when the Backfill Project gets underway in earnest. [::::::]

°Planned Activities

S ECRET
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11 January 1988

MEMORANDUM FOR: Chief, Physical and Area Security Group

FROM: |

Chief, Headquarters Security Division

SUBJECT: Headquarters Security Division Weekly Report
(6 January - 12 January 1988)

1. During this reporting period the following significant
events are reported for your information and edification:

I. Significant Accomplishments/Activities:

SPOs serving overseas in TDY status supporting special
projects decreased to 11.

{E;\V/° PASS access control devices have been installed and are
R operational at the NLD contractor/escort entrance.

The reorganization of the Escort Section, Security

., J/ Services Branch, was initiated on 11 January 1988. This
6;\ effort will realign the requirements along account lines
Ny (specific components or tasks) with account managers to

[ifiiije both requirements and assignments of personnel.

° Security Duty Office personnel participated in a one day

’Stress Managemﬁnt seTinaLmhich was conducted by Dr.
OTE.

° The Badge Office processed| |EODs on 6 January 1988.
. This was the first group processed since early December.
/ }//fhis is twice the normal number due to a_two-week cycle
(1;S on which OP is operating. Approximately EODs are
‘. scheduled for the next date. ﬁ:::::]

CONFIDENTIAL
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II. Critical Issues:

° HSD has learned that NBPO intends to install picnic type
furniture in the courtyards on the exterior of the North and
South connectors to the NOB. This in essence creates two
additional entrances to the OHB/NOB. These points of entry
were not planned and will necessitate additional SPO posts
and PASS equipment. The contractor estimates the PASS cost

at approximatley $200K. PSD is investigating to determine
LOG plans and seek alternative solutions.

° Installation of PASS is pending at GW Parkway Gate. Install-
ation of OIT communication equipment and SESD alarms must be
installed before PASS can be installed. DSB has defined
protection requirements _and progress is in the hands of SESD
to install the alarms.

° C/0SDO is continuing to pursue HSD's needs and requirements
regarding radio communications between the 0l1d and New Head-
quarters Buildings. A representative from the New Building
Project Office advised that the New Building Communications
Program Division (NB/CPD) had '"reinitiated'" action on the
project and that January 1988 has been established as a
target date for a '"working system.'" Reports from NB/CPD
indicated it now seems on track. NB/CPD also reports that
the NOB opening date has slipped to June/July 1988. HSD and

Security Equipment Support Division pe re continuing
to participate in the project as well.

The Burns contract for guards terminated on 30 September.
Presently, HSD is on a 120-day extension at a cost of
approximately $45k. PSD has reconfirmed the need. An RFP
has been prepared to solicit bids from various contractors.
That RFP is presently in LOG/Procurement Division pending

revisiQnsLHfD expects to approve final version within one
week.

° QOIT and Contel representatives have advised that the 0SDO
Veritrac Recording System is creating problems within the
telephone line system. The representatives are attempting
to correct the problems. Manufacturing representatives have
been consulted. '

GIC upgraded the VCC two-way communications system, but it
is still not acceptable. The quality of the audio is fa1r
to poor. GIC has submitted a proposal and SESD is
negotiating with GIC to install as proposed. [::::::]

'CONFIDENTIAL
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III. Planned Activities:

° HSD will be supporting the 12 January 1988 SIS Promotion

25X1 Ceremony in the HQS auditorium. 1In addition to the
| awardees, family members and invited staffers will be
25X1 attending. The DCI is scheduled to present the awards. [:::]

.° In the ongoing effort to enhance perimetér control, the
| receptionists will be replaced by SPS cadets at the VCC on
25X1 19 January 1988.

° Security: Services Branch intends to takeover the escort
requirements from FMD. This will give control of both
scheduling and analysis of the requirements by the Escort
Section. This will occur in the January/February time

25X1 frame.

‘ ' _
| °© SPS is planning for the establishment of authority and
l25x1 , jurisdiction at the various Agency facilities. | |

R Security Services Branch is planning to cosmetically improve
‘25X1 _ the appearance of the Badge Office.

NBPO work on the VCC sliding window is pending. No delivery
25X1 date is available.

Purchase orders have been forwarded to acquire three inkless
25X1 fingerprint systems for use in the Badge Office.

HSD is in the process of scheduling a meeting with NSA
Security personnel to review and observe a Polaroid video
identification system which is in use by NSA. The intent is
‘ to replace the Agency photo identification system with an
25X1 electronic storage/retrieval systenm.
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